IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
Alexandria Division

DXC TECHNOLOGY COMPANY, a
Nevada corporation,

Plaintiff,

Vv
. Civil Action No: 1:20-cv-00814
JOHN DOES 1-2,

Defendants. FILED UNDER SEAL PURSUANT TO
LOCAL RULE 5

N N N N N N N N N N N N N N

NOTICE IN SUPPORT OF SUPPLEMENTING APPENDIX A TO THIS COURT’S ORDER
GRANTING DXC’S TEMPORARY RESTRAINING ORDER

On July 22, 2020, this Court issued an order granting DXC Technology Company
(“DXC”)’s Application for Ex Parte Temporary Restraining Order and Order to Show
Cause which included Appendix A identifying certain domains. See TRO Order, Dkt. 13.
This Order specifically stated “DXC may identify and update the domains in Appendix A to
this Order and the Complaint as may be reasonably necessary to account for additional Internet
domains associated with Defendants' illegal conduct just prior to or within a reasonable time
after the execution of this Order.” /d. at 8.

Pursuant to this TRO Order, DXC hereby files this Notice in support of
supplementing Appendix A to the TRO Order to add an additional domain that DXC
identified in its investigation to be associated with this cyberattack. DXC hereby attaches as
Exhibit 1 a copy of the proposed supplemental Appendix A.

Therefore, DXC respectfully requests that this Court supplement its July 22, 2020 TRO

Order to include the updated Appendix A.



Dated: August 3, 2020

Respectfully submitted,

A M

Julia Milewski (VA Bar No. 82426)
Matthew Welling (pro hac vice pending)
CROWELL & MORING LLP

1001 Pennsylvania Avenue NW
Washington DC 20004-2595

Telephone: (202) 624-2500

Fax: (202) 628-5116
jmilewski@crowell.com
mwelling@crowell.com

Gabriel M. Ramsey (pro hac vice pending)
Kayvan M. Ghaffari (pro hac vice pending)
CROWELL & MORING LLP

3 Embarcadero Center, 26th Floor

San Francisco, CA 94111

Telephone: (415) 986-2800

Fax: (415) 986-2827
gramsey@crowell.com
kghaffari@crowell.com

Attorneys for Plaintiff DXC Technology Company



EXHIBIT 1



.ORG DOMAINS

Registry

Public Interest Registry (PIR)
1775 Wiehle Avenue

Suite 200

Reston, VA 20190

United States

SUPPLEMENTAL APPENDIX A

Hyui.org

Domain name: HYULORG

Registry Domain ID: D402200000013161847-LROR
Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2020-04-07T06:13:45.00Z

Registrar Registration Expiration Date: 2021-04-07T06:13:45.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.6613102107
Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Domain Status: serverTransferProhibited
https://icann.org/epp#serverTransferProhibited

Domain Status: addPeriod https://icann.org/epp#addPeriod
Registry

Registrant ID:

Registrant Name: WhoisGuard Protected

Registrant Organization: WhoisGuard, Inc.

Registrant Street: P.O. Box 0823-03411

Registrant City: Panama

Registrant State/Province: Panama

Registrant Postal Code:

Registrant Country: PA

Registrant Phone: +507.8365503

Registrant Phone Ext:

Registrant Fax: +51.17057182

Registrant Fax Ext:

Registrant Email:
fb9612e372434681a12a34685d6debe7.protect@whoisguard.com
Registry Admin ID:

Admin Name: WhoisGuard Protected

Admin Organization: WhoisGuard, Inc.

Admin Street: P.O. Box 0823-03411

Admin City: Panama

Admin State/Province: Panama

Admin Postal Code: Admin Country: PA

Admin Phone: +507.8365503
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Admin Phone Ext:

Admin Fax: +51.17057182

Admin Fax Ext:

Admin Email:
fb9612e372434681a12a34685d6debe7.protect@whoisguard.com
Registry Tech ID:

Tech Name: WhoisGuard Protected

Tech Organization: WhoisGuard, Inc.

Tech Street: P.O. Box 0823-03411

Tech City: Panama

Tech State/Province: Panama

Tech Postal Code:

Tech Country: PA

Tech Phone: +507.8365503

Tech Phone Ext:

Tech Fax: +51.17057182

Tech Fax Ext:

Tech Email:
fb9612e372434681a12a34685d6debe7.protect@whoisguard.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com DNSSEC: unsigned URL of the
ICANN WHOIS Data Problem Reporting System:
http://wdprs.internic.net/ >>> Last update of WHOIS database: 2020-07-
31T17:19:29.327 <<<

SPACE DOMAINS

Registrar

PDR Ltd. d/b/a PublicDomainRegistry.com
¢/o Endurance International Group Inc.

10 Corporate Drive
Burlington, MA 01803

Registry
DotSpace Inc. (Radix)

F/19, BC1, Ras Al Khaimah FTZ, P.O Box # 16113
Ras Al Khaimah, Ras Al Khaimah 16113

AE
Tel: +1 415 449 4774

Email: contact@radixregistry.com

http://radixregistry.com/

Probes.space

Domain Name: PROBES.SPACE

Registry Domain ID: Not Available From Registry

Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 2020-06-25T12:09:09Z

Creation Date: 2020-06-25T12:09:08Z

Registrar Registration Expiration Date: 2021-06-25T23:59:59Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
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Registrar JANA ID: 303

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: Sergey

Registrant Organization:

Registrant Street: Moscow

Registrant City: Moscow

Registrant State/Province: Moscow

Registrant Postal Code: 143900

Registrant Country: RU

Registrant Phone: +7.9124531269

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: probeswork666(@gmail.com
Registry Admin ID: Not Available From Registry
Admin Name: Sergey

Admin Organization:

Admin Street: Moscow

Admin City: Moscow

Admin State/Province: Moscow

Admin Postal Code: 143900

Admin Country: RU

Admin Phone: +7.9124531269

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: probeswork666(@gmail.com
Registry Tech ID: Not Available From Registry
Tech Name: Sergey

Tech Organization:

Tech Street: Moscow

Tech City: Moscow

Tech State/Province: Moscow

Tech Postal Code: 143900

Tech Country: RU

Tech Phone: +7.9124531269

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: probeswork666(@gmail.com
Name Server: casey.ns.cloudflare.com

Name Server: desiree.ns.cloudflare.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contract@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting System:
http://wdprs.internic.net/

>>> Last update of WHOIS database: 2020-07-17T01:11:09Z
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For more information on Whois status codes, please visit
https://icann.org/epp

Registration Service Provided By: REGWAY.COM

-WEBSITE DOMAINS

Registrar

PDR Ltd. d/b/a PublicDomainRegistry.com

c/o Endurance International Group Inc.
10 Corporate Drive
Burlington, MA 01803

Registry
DotWebsite Inc. (Radix)

F/19, BC1, Ras Al Khaimah FTZ, P.O Box # 16113

Ras Al Khaimah, Ras Al Khaimah 16113
AE

Tel: +1 415 449 4774

Email: contact@radixregistry.com
http://radixregistry.com/

Probes.website

Domain Name: PROBES.WEBSITE

Registry Domain ID: Not Available From Registry
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com
Updated Date: 2020-06-25T12:09:10Z

Creation Date: 2020-06-25T12:09:08Z

Registrar Registration Expiration Date: 2021-06-25T23:59:59Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: Sergey

Registrant Organization:

Registrant Street: Moscow

Registrant City: Moscow

Registrant State/Province: Moscow

Registrant Postal Code: 143900

Registrant Country: RU

Registrant Phone: +7.9124531269

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: probeswork666@gmail.com
Registry Admin ID: Not Available From Registry
Admin Name: Sergey
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Admin Organization:

Admin Street: Moscow

Admin City: Moscow

Admin State/Province: Moscow

Admin Postal Code: 143900

Admin Country: RU

Admin Phone: +7.9124531269

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: probeswork666@gmail.com
Registry Tech ID: Not Available From Registry
Tech Name: Sergey

Tech Organization:

Tech Street: Moscow

Tech City: Moscow

Tech State/Province: Moscow

Tech Postal Code: 143900

Tech Country: RU

Tech Phone: +7.9124531269

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: probeswork666(@gmail.com
Name Server: ajay.ns.cloudflare.com

Name Server: tricia.ns.cloudflare.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952
URL of the ICANN WHOIS Data Problem Reporting System:
http://wdprs.internic.net/

>>> Last update of WHOIS database: 2020-07-17T08:08:09Z
<<<

For more information on Whois status codes, please visit
https://icann.org/epp

Registration Service Provided By: REGWAY.COM

SITE DOMAINS

Registrar

PDR Ltd. d/b/a PublicDomainRegistry.com

c/o Endurance International Group Inc.
10 Corporate Drive
Burlington, MA 01803

Registry

DotSite Inc. (Radix)

F/19, BC1, Ras Al Khaimah FTZ,P.O Box #16113




Ras Al Khaimah, Ras Al Khaimah 16113
AE

Tel: +14153580831

Email: contact@radixregistry.com
http://www.radixregistry.com

Probes.site

Domain Name: PROBES.SITE

Registry Domain ID: Not Available From Registry
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com
Updated Date: 2020-06-25T12:09:09Z

Creation Date: 2020-06-25T12:09:08Z

Registrar Registration Expiration Date: 2021-06-25T23:59:59Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar JANA ID: 303

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: Sergey

Registrant Organization:

Registrant Street: Moscow

Registrant City: Moscow

Registrant State/Province: Moscow

Registrant Postal Code: 143900

Registrant Country: RU

Registrant Phone: +7.9124531269

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: probeswork666(@gmail.com
Registry Admin ID: Not Available From Registry
Admin Name: Sergey

Admin Organization:

Admin Street: Moscow

Admin City: Moscow

Admin State/Province: Moscow

Admin Postal Code: 143900

Admin Country: RU

Admin Phone: +7.9124531269

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: probeswork666@gmail.com
Registry Tech ID: Not Available From Registry
Tech Name: Sergey

Tech Organization:

Tech Street: Moscow

Tech City: Moscow

Tech State/Province: Moscow

Tech Postal Code: 143900

Tech Country: RU
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Tech Phone: +7.9124531269

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: probeswork666@gmail.com

Name Server: jacob.ns.cloudflare.com

Name Server: mary.ns.cloudflare.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse-
contact@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

URL of the ICANN WHOIS Data Problem Reporting System:
http://wdprs.internic.net/

>>> Last update of WHOIS database: 2020-07-17T08:09:33Z
<<<

For more information on Whois status codes, please visit
https://icann.org/epp




